How To Manage Ironport Email Encryption with the Cisco Registered
Envelope Service (CRES)

1. After confirming that your account is enabled for encryption, send an encrypted message to a
non-SMU address (encryption does not work for internal “smu.edu” addresses).
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2. Sending the message will prompt a registration request from CRES. Check your inbound
messages and click the link when the message is received.

egistered Envelope Enroll Notification - Windows Internet Explorer
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Registered Envelope Enroll Notification

CRES Do Not Reply [DoNotReply@res.cisco.com]

To: H
Movember 13, 2012 313 PM

You recently sent a Registered Envelope from this email address using Cisco
Registered Envelope Service.

Would you like to enroll with Cisco Registered Envelope Ser\m:e7

You recently used this email account to send a Regi! ed Envel ing a secure m

To wiew the message history and use other business-class email features, you need to reglsber
this email address with Cisco g myclope Service,

To register this email address ghd complete the online registration form. There is no
charge to enroll with and use i
You can also register by going to :hﬂps /{res.cisco. com)’wehsaf&}'reglstﬁr: and entering this
registration number: TEUEINIIIL SIoass
Mote - If you use more than one email account to send and receive Reglshered Envelopes, you
need to register each email address separately.

After you enroll with the service, you can take ad ge of the following busi /} email
features:

® Message history. Keep track of every Registered Envelope that you send. You can see the
date and time when you sent each message, and you can find out when each recipient first
opened your message.

* Message locking. Lock your sent messages to prevent reclplenls from openlng them.

& Messsge expiration. Set expiration dates to prevent recip from op gm g
after a specified date and time.

Unsubscribe - To prevent the service from sending further netifications to this email address, click

this link.

IMPORTANT

To help keep your personal information safe, Cisco recommends that you never give your CRES
d to anyone, ding Cisce employees,

Thank you,

CRES Customer Support

To know more about Cisco Registered Envelope Service, see https://res.cisco.com/websafe/about
Terms of Service: https://res.cisco.com/websafe/termsOfService

Privacy Policy: http://www.ironport.com/privacy/
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3. Fill out the form with the information requested.

Note that the Email Address listed is your default outbound address. This is the address you will
use to login to the portal. By default most users will use alias@mail.smu.edu, although some
may use alias@mail.cox.smu.edu (Business School) or alias@lyle.smu.edu (Engineering).

ENEW User Registration - Windows Internet Explorer
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NEW USER REGISTRATION

To assure future messages from this service are not accidentally filtered out of your email, please add
"DoNotReply@res.cisco.com” to your Address Book or Safe Sender List.

= required field

Enter Personal Information

Email Address h @mail.smu.edu
lﬁ. The language setting will be stored for future login and
Language |English s email notifications.
First Name*® I
Last Name* |

Create a Password

Enter 3 mi m of 6 characters or numbers. Passwords
Password® I gre case-s ve. Your password must contain both
letters and numbers,

Confirm Password™® I

Enter a short phrase that only you will know. This phrase
will appear o ssage envelopes when you log in. When
you see your phrase, you know you are logging in to our

secure site. More info

Personal Security Phrase® I

¥ Enable my Personal Security Phrase.

Select 3 Security Questions
You will be asked thess questions in the future if you forget your password.

Select a question or enter your own guestion... j
Question 1¥

Answer 1% I

Confirm Answer 1% I

. |Select a question or enter your own gquestion... j
Question 2*

Answer 2%

Confirm Answer 2

) Select a question or enter your own gquestion... j
Question 3*

Answer 3% I

Confirm Answer 3 I

Register
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4. Bookmark the URL: https://res.cisco.com. Going forward you can use this link to administer your
encryption portal. From the encryption portal you can manage your outbound encrypted

messages by setting expiration, locking and unlocking messages, and confirming message opens.
You can also use the portal to manage your profile and to send encrypted messages.
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