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Everyone (SMU faculty or staff) who creates or maintains a Desktop Database (“DDb”, see definition below) and stores it on an SMU PC, Macintosh, or server needs to take some simple, common-sense precautions to make sure this data is secure and conforms to SMU policies.  Minimum standards for passwords and encryption of sensitive data, developed by SMU ITS will prevent, or at least render less likely, security incidents related to data leakage, identity theft, violation of intellectual property, electronic vandalism, invasions of privacy, or any malicious use of confidential data by unauthorized individuals . The purpose of the database, where it is stored, and the sensitivity of the data contained within are all factors in determining exactly which steps need to be taken to ensure that the database conforms to best practices for security.

The following definitions apply for the purposes of this document:

1. A Desktop Database (DDb) is a file or set of files created and maintained using either Microsoft Access (MSAccess) or FileMaker Pro (FMPro) software for any purpose including the web server (www.smu.edu).
2. A Web Database (WebDB): 
· is a Desktop Database (MSAccess or FMPro) 
· is a DDb used to drive the content of a web page and/or gather information from viewers of a web page.
· resides on a server that also runs web server software along with the database program, or runs any form of FileMaker Pro web sharing.
3. A Database Designer is anyone who creates or is in charge of maintaining the structure of (not necessarily the data in) a Desktop Database.  This includes anyone with both permission and ability to modify the tables (fields), queries, forms, reports, layouts, scripts, macros, or data access pages in a FileMaker Pro or Microsoft Access database.

4. Personally Identifiable Information (“PII”), as defined at http://www.smu.edu/infosec/persinfo_policy/index.asp, increases the security risk and requirements of the database and is, in some instances, prohibited.  PII is not to be confused with other forms of confidential or sensitive information.  A careful reading of the document at the above link is essential for Database Designers .  For purposes of this document, the same definitions for “computer,” “handheld device,” “server,” and “storage device” at http://www.smu.edu/infosec/persinfo_policy/index.asp apply here.
Database Designers need to take steps to guard against both targeted and non-targeted attacks, with the end goal being to make it so difficult for the attacker (human or automated) to “break in” to the database as to completely discourage the attempt.  Though there is no such thing as 100% perfect security, it is possible to achieve very close to perfect security by following these best practices.
The first step to securing DDbs is securing the servers and computers that host them. It is thus most important that the policies for protecting each server or computer be followed first as per http://www.smu.edu/infosec/lockdown/ . 
The next biggest risk occurs when databases are neglected and then forgotten.  Anyone who has been using a Desktop Database program (FMPro or MSAccess) for more than a year, or has hosted a web page that has on it an interactive form likely has one or more databases that have been neglected or forgotten.  The solution to this security problem is the “cleanout” of these PCs and Macs.  One should first determine which databases are still being stored, and where they are stored.  Particularly if they are no longer “current production” databases, they need to be removed.  If they are expendable, one should discard them and make sure to empty the Recycle Bin or Trash as needed.  If there is a need to “archive” the database before removal, they should be zipped with encryption before moving them. Note: if the database contains PII, storage of the database on removable media is prohibited unless an exception is granted by the VP of Business & Affairs according to SMU Security Policy and Procedures.  Also, archived databases are still SMU property, so must not be removed from the SMU campus or left in an unsecured place.

Web databases, as a subset of all DDbs are, by their nature, more vulnerable than other Desktop Databases, and are therefore subject to a different set of best practices than that of other DDbs, as outlined below.  
Protecting a Web Database

Authentication, beyond the server’s password protection, in WebDBs used for gathering data is not desired, so in lieu of having database passwords for them, the operating system is the primary line of defense for a WebDB.  Because of this, the content and purpose of a WebDB falls under the following policies:
1. A WebDB must not contain nor ever be used to gather Personally Identifiable Information.    
2. The web server (www.smu.edu) is not to be used as a repository for backup copies of DDbs.  DDbs not used for current production need to be placed elsewhere or discarded, regardless of content.  A 90-day limit is a good benchmark.
3. Use of the Instant Web Publishing or Custom Web Publishing features of FMPro 7.0 or higher must first be approved by the Vice President of Business and Finance.  Users of FMPro v.7 on up who activate Instant Web Publishing are, in effect, creating a WebDB, and therefore need to refer to these practices even if the database isn’t being stored on the web server. The equivalent web-enabled features of older versions (<=6.0) of FMPro are prohibited due to lack of encryption, even when password-protected.

Although the Desktop Database Analyst (“DDA”) can assist in auditing the web server, it is the responsibility of Database Designers and users of WebDBs to keep track of their database inventory on the www server.  Note: some MSAccess databases are created automatically when a FrontPage form is developed.
Protecting All Other Desktop Databases
If a database contains neither PII nor any sensitive or confidential data, the protection provided by placing it on a password-protected computer or server is sufficient.  Password protection should be added locally to a DDb if it contains sensitive or confidential information, and must be added if the DDb contains any approved PII.  Password protection can be applied to any DDb to add an extra layer of security.  If there is any question about whether such protection is necessary, the safer, more secure route should be chosen.  The Desktop Database Analyst should be consulted if questions remain.  The following requirements apply to all Desktop Databases except those covered above in the section on WebDBs:

1. A DDb must not be used to store any PII unless such use is first approved by the Vice President for Business and Finance.

2. Regardless of content, if a DDb meets any one or more of the following criteria it needs to be protected with a password or user/group set of passwords:

a. Is a FMPro database set to multi-user (network sharing) status, or

b. Is a MSAccess database stored on a share accessible by more than one person at a time

3. FMPro databases prior to version 7 must not store any PII.

4. FMPro databases prior to version 7 containing any sensitive or confidential data must not be set to multi-user (network sharing) status, and must not be published using Personal Web Publisher or equivalent (version 5-6) due to lack of encryption.
5. Passwords must be chosen according to SMU security policy as per http://www.smu.edu/infosec/password/index.asp.  The following additional requirements also apply:

a. The choice of username(s) and password(s) in a DDb is not permitted to match that of the operating system into which the user logs in.
b. MSAccess databases are automatically multi-user, so unless the database to be password-protected is intended to be used by only one person and stored on a local hard drive or secure share, the preferred method of protection is user/group, not simply the single database password.

c. FMPro databases that are set to multi-user status should have multiple usernames/passwords, as opposed to having a single shared account with password, even if all users have the same level of permissions
Backup or archival copies of DDbs (web and non-web) should be secured by “zipping” them into an archive file that is, itself, encrypted and password-protected.  On Windows PCs, use WinZip to create these archives; on Macintoshes, use Stuffit.  Note:  the built-in zipping capabilities of both Windows and Mac OS X lack encryption and, therefore, must not be used for this kind of archiving.  
Distribution of Desktop Databases
A DDb is automatically more vulnerable when it is in transit.  In situations where a DDb must be sent to someone, such as when a database needs to be sent to the DDA, it must be encrypted and zipped. Specifically, these precautions must be taken:
1. Compress the database file(s) (and workgroup security files, if MSAccess) into an encrypted Zip file with WinZip (Windows) or Stuffit (Mac).  Note:  the built-in zipping capabilities of Windows and Mac OS X lack encryption.
2. The preferred method of delivery is to temporarily place the zipped database(s) on a file server share common to both the Database Designer and the recipient.  The recipient can then retrieve the database while it remains in a secure place.

3. Next best is to send the encrypted, zipped database as an email attachment.  This option should only be considered if there is no common file server share between the sender and the recipient.  Note that Outlook will block MSAccess databases unless they are zipped.

4. The distribution of databases on flash drives (USB drives) is very dangerous and must be considered both temporary and only as a last resort.  It is the joint responsibility of the Database Designer and recipient to make sure the DDb is removed from the portable media after the delivery has been completed.

5. The distribution of databases by flash drives, CDs, and other forms of removable media is prohibited if the database contains PII or is not zipped with encryption.
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